
Homeland Security Investigations 
Expanding the Role of Biometrics in  

Child Exploitation Cases 
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The Problem 

165,800,000+ 
500,000 
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•  There are currently only 10,900+ identified victims. 

•  There are over 50 Darknet boards with over 100,000 members with the 
sole purpose of facilitating the exchange of child abuse material. 

•  These are NOT kidnapped children. 

•  A NCMEC study showed that 79% of victims knew their abuser closely 
(parent/guardian, relative, teacher, coach, neighbor).  Only 2% are 
trafficked. 

•  Worldwide there are approximately 6,000 law enforcement personnel 
fighting the fight against child exploitation. 

•  The offender community is anecdotally 1,000,000+ 

 

The Problem 
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•  Lots and lots of faces from all possibilities of angle, pose, occlusion, 
illumination and resolution.   

•  Body parts.  You name it we see it… 

•  Fingerprints. 

Our Data 
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U.S.	v.	MERRELL	
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Ala	nasi										Anterior	naris	(nostril)				Apex	

Dorsum	nasi													Alar	nasal	suculus	
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ShirtPlaid 
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DHS	S&T/HSI	CEIU	Child	Exploita1on	Imagery	Analysis	-	
CHEXIA	

•  Two	year	(2015	–	2017)	project	funded	for	2.9M	on	Janurary	28,	2015.	

•  Goal	of	developing	open	facial	detec1on	and	recogni1on	and	ta\oo	and	text	detec1on	and	
recogni1on	capability	for	adop1on	in	LE	tools.	

•  Phase	I	
•  Fund	development	of	annota1on	tool	into	Analyze	DI	–	Completed.	
•  U1lize	annota1on	tool	to	ground	truth	CE	data	–	Completed.	
	

•  Phase	II	
•  Original	state	data	will	be	u1lized	by	the	Na1onal	Ins1tute	of	Standards	Technology	

(NIST)	in	order	to	test	current	and	state-of-the-art	algorithms	against	the	data	using	
ground	truthed	data	to	determine	accuracy.		Ground	truthed	data	will	be	u1lized	to	
confirm	results.		En1re	effort	occurring	at	C3	–	In	progress.	

	
•  Phase	III	

•  Contract	Noblis	to	develop	and	code	algorithm	implementa1on	–	In	progress.	
•  Contract	to	NetClean	to	build	API	and	GUI.	

•  Phase	IV	
•  Test	and	Deploy	

	
	
	

Overview	
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Face 
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Facial Grouping 
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